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ABSTRACT
Data processing units, or DPUs, are equipped with hardware ac-
celerators for compute-intensive data path tasks. Although DPUs’
SoC cores are wimpier than the host’s, hardware accelerators are
typically orders of magnitude faster than CPUs. Harvesting DPU
hardware accelerators for database systems could signi!cantly in-
crease throughput and save host CPU cycles. However, due to the
heterogeneity of DPUs’ hardware con!gurations and performance
characteristics, it is challenging to o"er a uni!ed and portable so-
lution for cloud data processing systems to harvest the compute
resources on DPUs across generations and vendors. Additionally,
due to DPU resource constraints, o#oaded compute tasks need
to be carefully optimized and scheduled to achieve high e$ciency
and avoid performance regression. To address these challenges, we
introduce two levels of abstraction: !"K#$%#&’, which are uni!ed,
e$cient, and portable primitives that abstract DPU compute re-
sources (i.e., hardware accelerators and SoC cores) for cloud data
systems, and !"M(%()#$, an onboard management framework
that abstracts speci!c DPU platforms for !"K#$%#&’ to deliver
their promises with optimized, scheduled, and cross-platform exe-
cutions. The bene!ts of our proposal have been validated by various
workloads, systems, and DPU hardware.
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1 INTRODUCTION
Due to hardware resource disaggregation [15, 22, 71, 74, 77, 80–82],
cloud data-intensive systems, such as databases and KV services,
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Figure 1: Data path e!ciency with servers vs. DPUs.

have been progressively modularized—the components in these sys-
tems are distributed in separate locations and are loosely connected
by high-speed networks [69]. On one hand, higher degrees of dis-
tribution and disaggregation facilitate scalability, elasticity, and
availability, which are crucial properties of cloud data systems. On
the other hand, the critical execution paths where data moves have
been extended from local buses (that connect storage, memory, and
compute) to the data center network, and thus cloud data processing
is increasingly bottlenecked by network communication [67, 83].

Data-path e$ciency over the network can be characterized by
the speed of the network and the execution performance of compute
tasks in the data path. The speed of the network (i.e., latency and
bandwidth) determines how fast data is moved from the source to
the destination given a !xed volume. Data center network fabrics
have drastically improved over the years (e.g., advanced network
topology [2, 33] and transport protocols [18, 26, 40]), currently
providing 100s Gbps point-to-point throughput [56]. Placing more
compute tasks on the data path is becoming a common design
paradigm for two purposes: (1) certain computation can reduce
data volumes moved across the network, e.g., compute pushdown
to the storage backend for near data processing [20, 42, 75, 76, 78],
and (2) speci!c tasks are required by scale-out system design, e.g.,
data encryption for secure data transfers [10, 62] and decompression
for serving reads from compressed storage [1, 36]. Compared to
network speed, the performance of executing compute-intensive
tasks is increasingly the bottleneck of data-path e$ciency due to the
decline in the scaling of general-purpose computing hardware [66].

Figure 1a (top) shows an example of the data path for data serving
with DEFLATE-compressed blocks on a traditional server (exper-
imental setup is detailed in Section 8): blocks are decompressed
on the server before identifying the requested data and sending
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it back to the client. Although the network interface card (NIC)
provides 100 Gbps bandwidth, single-block decompression speed
on the server becomes the bottleneck—only 4.1 Gbps even when
parallelization is enabled with multi-threading and SIMD.

In response, new hardware solutions have been proposed to ac-
celerate compute-intensive tasks on the data path, such as GPUs [12,
38, 60], FPGAs [16], and specialized instructions [21, 30, 39, 73]. For
example, Hippogri"DB [38] stores data in a compressed format and
uses GPUs to decompress it before running OLAP queries, thus
improving e"ective I/O bandwidth. GOLAP [12] also places a GPU
in the data path of OLAP query execution and uses it to decompress
and prune data at the line rate. Chiosa et al. [16] proposed an FPGA
architecture that compresses and decrypts data on the I/O path
of SAP HANA. Parquet-Select [39] and several other recent pro-
posals [21, 30, 73] exploit BMI or SIMD instructions to parallelize
the scan and pruning operations over column databases. Although
these approaches have improved the performance of the target
data-path tasks, they su"er from high cost (e.g., GPU solutions),
programming complexity (e.g., FPGA solutions), and generalization
to other data-path tasks (all these solutions).

In this paper, we propose to optimize the data-path e$ciency
over the data center network using Data Processing Units (DPUs),
a family of data center programmable NICs (SmartNICs) designed
to optimize I/O activities over the network. Compared to afore-
mentioned hardware, DPUs are generally programmable with their
SoC (System-on-a-Chip) cores, target low-cost high-e$ciency data-
path optimizations, are currently in mass production [6, 29, 32, 45,
52], and have been deployed in data centers to replace traditional
NICs [3, 4, 13, 23, 55]. DPUs are equipped with a variety of hardware
accelerators that achieve exceedingly high performance and energy
e$ciency for compute-intensive operations on the network or stor-
age data paths. For example, NVIDIA BlueField-3 (BF-3) [53] has a
decompression accelerator. We can directly stream data from SSDs
into the accelerator (Figure 1a) and achieve line-rate decompression
at 92.9 Gbps (Figure 1b).
Challenge 1: Low-level and vendor-speci"c accessmethods to
accelerators. Vendor-provided SDKs for programming DPUs are
low-level. Constructing an application work%ow to utilize speci!c
accelerators requires signi!cant engineering e"ort. For example,
to use the decompression accelerator on BF-3, one needs to use
NVIDIA’s Datacenter-On-a-Chip (DOCA) SDK [54] to !rst create
a DOCA device that represents the decompression accelerator, a
DOCA task that speci!es the decompression operation, two bu"ers
from DOCA bu"er inventory as the input (compressed data) and
output (decompressed data) of the task, and !nally a DOCA context
to reference the task. The task can then be submitted to the device
and polled in DOCA’s progress enginewith the context. This tedious
process is repeated when implementing another task, the SDK
evolves, or switching to a di"erent DPU. Data Plane Development
Kit (DPDK) [65] supported by some DPUs is vendor-agnostic, but
it targets packet processing and remains low-level to data systems.
Challenge 2: Diversity of hardware across generations and
vendors. Detailed con!guration and availability of hardware accel-
erators varies between DPUs from di"erent vendors. Speci!cally,
BF-3 has accelerators for decompression, RegEx matching, and AES
encryption. In comparison, AMD Pensando [6] equips a di"erent

set of accelerators for compression, decompression, and encryp-
tion. In fact, every DPU has a unique con!guration of hardware for
its target applications, e.g., Intel IPU [29], Marvell OCTEON [45],
and Amazon Nitro [4]. Even with the same vendor, DPUs across
generations can have di"erent accelerators. For instance, compared
to BF-2, BF-3 removes the compression accelerator but adds new
accelerators for erasure coding. This diversity makes it impossible
to directly migrate the code from one DPU to another.
Challenge 3: Ine!cient data #ows on DPUs. Although hard-
ware accelerators can achieve high compute e$ciency, general
resources such as CPU cores and memory on DPUs are wimpier
than their counterparts on servers [43, 79]. This implies that if not
careful, executing a work%ow that moves data between the original
data path and the hardware accelerators can become the roadblock
to high e$ciency. We will show how the performance of existing
data structures deteriorates on DPUs.

To overcome Challenge 1, we develop !"K#$%#&’, the !rst level
of abstraction on DPUs that provides a uni!ed and declarative
interface for data systems to o#oad compute-intensive tasks to
hardware accelerators by simply declaring the functionality and pro-
viding arguments. Each !"K#$%#& maps a speci!c functionality to
the corresponding hardware accelerator on the DPU. For instance,
to decompress a data block with the decompression accelerator, one
can invoke dpk_decompress and specify the addresses of the input
and output bu"ers—hardware-speci!c and vendor-speci!c com-
plexities are concealed from data system developers. !"K#$%#&’
are registered to and managed by !"M(%()#$, which prepares the
execution environment for !"K#$%#&’, accepts invocation requests
from applications, schedules execution on proper hardware, and
noti!es the callers when kernels 1 are completed.

To port !"K#$%#&’ across di"erent DPUs and overcome Chal-
lenge 2, !"M(%()#$ introduces the second level of abstraction
that exposes the support required by kernel execution to a DPU
platform. Service providers supply to !"M(%()#$ a set of functions
that entail the hardware characteristics and SDK intricacy of the
target DPU, such as the initialization of the appropriate hardware
accelerator for each !"K#$%#& and allocation of memory that is
directly accessible by accelerators. To cope with varying availability
of speci!c hardware accelerators, a backup CPU implementation
is provided for each !"K#$%#&. Therefore, if the corresponding
hardware accelerator is not available on the target DPU, each !"*
K#$%#& can still be automatically executed using the SoC cores.
Finally, !"M(%()#$maintains a catalog that stores the characteris-
tics and con!guration of the target DPU to adapt kernel execution
and optimizations. These two levels of abstraction enable ease of
programming and “o#oad once, run anywhere” portability for exe-
cuting compute-intensive tasks in cloud data systems on DPUs.

To optimize data %ows and fully exploit hardware performance
when executing !"K#$%#&’ on DPUs (Challenge 3), we develop:

• A memory management module that allows applications
to allocate zero-copy bu"ers from !"M(%()#$. These bu"ers
are directly accessible by hardware accelerators.

• A fast lockless ring bu"er tailored for DPUs that eliminates
any ine$ciency in exchanging messages between applica-
tions and !"M(%()#$.

1We interchangeably use kernels and !"K#$%#&’ in this paper.



• Kernel execution optimizations that pipeline, coalesce, and
parallelize !"K#$%#&’. These optimizations are selectively
applied based on the nature of the kernels.

• Dynamic scheduling that automatically balances requests
between the hardware accelerators and SoC cores (when
enabled) to prevent head-of-line blocking for small requests.

In summary, this paper presents !"K#$%#&’ and !"M(%()#$,
two levels of DPU abstraction that enable easy and portable o#oad-
ing of compute-intensive tasks in cloud data systems to improve
data-path e$ciency. It includes techniques we developed to opti-
mize the performance of on-DPU data %ows and kernel execution.
We implemented a prototype of the system and ported it to real
DPUs. The bene!ts of adopting !"K#$%#&’ in cloud data processing
have been extensively evaluated with an analytical database service
and an in-memory key-value caching service.

2 BACKGROUND AND MOTIVATION
Data processing units (DPUs) represent a family of recent Smart-
NICs that incorporate System-on-Chip (SoC) cores and accelerators
for %exible and e$cient network o#oading. Generally, the hard-
ware features of DPUs are summarized as follows (Figure 2):

• A CPU in energy-e$cient architectures, e.g., Arm or MIPS.
• A modest amount of onboard DRAM memory.
• A set of hardware accelerators for compute-heavy tasks.
• A high-speed network interface connecting to the network.
• A PCIe switch connecting to the host and other devices.

These resources are customized to optimize the performance of
data movement over the network: the NIC can provide hundreds of
gigabits/s network bandwidth, the PCIe switch enables direct data
transfers between the DPU, the host, and other PCIe devices such
as SSDs, the hardware accelerators can execute compute-intensive
tasks at the line rate (as shown in Figure 1), and the CPU and the
memory allow for implementing applications that can bene!t from
customized network-path optimizations. Major hardware vendors
have been o"ering DPU devices at mass production, e.g., AMD [6],
Broadcom [13], Intel [29], Kalray [32], and NVIDIA [52], to name
a few. Given the hardware availability, there has been increasing
popularity in rethinking the design of various distributed system
components in data centers with DPUs [27, 34, 41, 44, 79, 84].

2.1 Compute Resources on DPUs
A DPU has two types of resources that can be utilized to improve
the data-path e$ciency of cloud data processing systems. First,
the set of hardware accelerators target speci!c tasks, such as data
compression and decompression, erasure coding recovery, and Reg-
ular Expression (RegEx) matching, which are commonly executed
in the data paths of data center applications. These accelerators
are exceedingly high-performance. In addition to decompression
in Figure 1, we further show the performance of other hardware
accelerators on BF-3 compared to the server CPU in Figure 3a.
As observed, dedicated hardware accelerators can outperform the
software implementation on the host server by orders of magni-
tude. For example, erasure coding (EC), which can be leveraged
for fault tolerance [59], is computationally expensive on the server:
2.6 Gbps, 35→ slower than the EC engine on BF-3. The gap is not as
large for RegEx matching, but the DPU’s accelerator is still signi!-
cantly faster (3.5→ higher throughput). However, in exchange for

the high performance, hardware accelerators are not general, i.e.,
they cannot execute compute tasks that are not their targets.

In contrast, DPUs’ SoC cores are generally programmable but
are less performant. To show the performance (and the trend) of
the CPU cores on DPUs, we run the DEFLATE decompression on
the SoC cores on BF-2 and BF-3, two generations of NVIDIA DPUs,
and Pensando Elba, a DPU from AMD. The speci!cations of these
cores are shown in Table 1. Our results (Figure 3b) show that newer
generation of DPUs are closing the single-core performance gap to
the server CPU; the core count is also growing. As the performance
of energy-e$cient CPU architectures advances, o#oading compute
tasks from server CPUs to DPU SoC cores becomes more feasible.

2.2 Utilization Challenges

Programming challenge. To utilize DPU compute resources, es-
pecially hardware accelerators, one uses vendor-provided software
development kits (SDKs). Table 1 shows SDKs for three di"erent
DPUs from two vendors, which provide low-level mechanisms for
applications to access the acceleration engines on DPUs. For exam-
ple, in DOCA [54] 1.5.0, the following process is required to utilize
the compression accelerator to execute a compression task.

(1) Initialization: discover the compression accelerator, open it
as a DOCA device, and initialize its work queue.

(2) Bu"er preparation: allocate DPUmemory for input (original
data) and output (compressed data) bu"ers, convert them
into DOCA bu"ers with DOCA bu"er inventory, and set
appropriate lengths for the bu"ers.

(3) Task construction: create a DOCA Compress Job object, and
populate it with proper parameters and the bu"ers.

(4) Task submission: invoke the work queue submission API
to submit the compress job.

(5) Completion polling: continuously invoke the work queue
progress retrieval API to poll the completion of the job.

(6) Cleanup: release all the DOCA bu"ers and objects and DPU
memory allocated in the process.

The onerous implementation also obsoletes easily: in DOCA
2.2.1—the !rst version that supported BF-3, the API for work queue
initialization changed to support bu"er extensions, and in DOCA
3.1.0–the latest version as of this writing, the API for task construc-
tion, submission, and polling completely evolved. The libraries in
the Software-in-Silicon Development Kit (SSDK) [5] for accessing
accelerators on AMD Pensando DPUs share similar characteris-
tics. Hence, the !rst challenge of utilizing DPU compute resources
for data processing systems is low-level, vendor-speci!c SDKs for
accessing hardware accelerators.
Portability challenge. Di"erent DPUs are equipped with di"erent
sets of hardware accelerators, even for DPUs of the same vendor. Ta-
ble 1 shows the hardware accelerator availability on BF-2 (CDER),
BF-3 (D ER), and Elba (CDE), where C stands for compression, D
for decompression, E for encryption, and R for RegEx matching.
These availability variations pose another portability issue: the
compute task accelerated on one DPU may fail to execute on an-
other because the required accelerator is not available. For example,
the compression task implementation for BF-2 is not runnable on
BF-3. Considering the many DPU o"erings [6, 13, 29, 32, 52], the
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Table 1: Compute resources and access methods vary across DPUs.

DPU SoC Cores Accelerators SDK

NVIDIA BlueField-2 Arm A72 →8@2.5 GHz C, D, E, R DOCA 1.5.0–3.1.0
NVIDIA BlueField-3 Arm A78 →16@3.0 GHz D, E, R DOCA 2.2.1–3.1.0
AMD Pensando Elba Arm A72 →16 @3.0 GHz C, D, E SSDK
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and RegEx.

(b) SoC core for de-
compression.

(c) Messaging via a
queue.

Figure 3: Performance of performing compute tasks.

second challenge of utilizing DPU compute resources is the diverse
con!gurations of hardware accelerators on di"erent DPUs.
Performance challenge. Utilizing DPU compute resources for
data-path processingmeans data needs to bemoved between system
components on a DPU, for example, from the NIC to the memory
and then to the target hardware accelerator. However, the per-
formance of data movement highly depends on that of memory
operations, which are generally less e$cient on DPUs. To show the
challenge, we run an experiment where two processes pass request
and response messages via a fast concurrent queue [24] on each of
the DPUs in Table 1 and compare the performance with that on the
server. Figure 3c reports the results. We observe that all DPUs are
signi!cantly slower than the server—the gap is up to an order of
magnitude. This experiment shows that data movement on a DPU,
if not carefully managed, can become the roadblock to harvesting
the e$ciency of DPU compute resources for data-path processing,
highlighting the importance of optimizing data movement.

3 SYSTEM OVERVIEW
We propose a DPU computing framework that allows cloud data
processing systems to easily utilize onboard compute resources to
improve their data-path e$ciency. To address the three challenges
of utilizing compute resources on DPUs (§2), we adopt a holistic
design centering around the interface and execution strategies.

3.1 !"K#$%#&’—First Level of Abstraction
To tackle the programming challenge, we abstract compute
tasks on data paths with !"K#$%#&’. A !"K#$%#& is a basic compute
primitive that processes input data and generates output data with
!xed logic as illustrated below.

in

args

out

task

This general abstraction applies to any compute task using arbi-
trary compute resources on DPUs. For example, a data compression
task takes as input a block of uncompressed data and utilizes the
compression accelerator to generate a block of compressed data as
output. Although the processing logic is predetermined, some ker-
nels are parameterized (e.g., the compression level in a compression

kernel), an invocation request can instantiate these parameters as
arguments in addition to the input and output data.

For applications, this abstraction is similar to database stored
procedures [46]. In fact, it is inspired by the increasing popularity of
adopting stored procedures as the interface between data-intensive
applications and heterogeneous computing platforms in recent
years [31, 64, 78]. However, three notable di"erences distinguish
!"K#$%#&’ from regular stored procedures. First, rather than target
a speci!c database, !"K#$%#&’ are designed for (any) data paths.
Hence, they are schemaless—the input and the output have no
assumed structures, and both are explicitly provided when invoking
a kernel. Second, !"K#$%#&’ are designed to utilize DPU compute
resources, especially the hardware accelerators, which harden the
processing logic for speci!c tasks and are not recon!gurable (unlike
programmable hardware such as CPUs or FPGAs). Hence, they are
implemented by the service providers, not by the users. Applications
simply invoke the provided kernels. Finally, they execute on DPUs
where general resources (i.e., CPU andmemory) are less performant
than servers, to achieve performance higher than servers. Hence,
their executions demand careful orchestration and optimization.

The key bene!t enabled by !"K#$%#&’ is a high-level, vendor-
agnostic programming interface to harvest DPU compute resources.
To invoke !"K#$%#&’, an application calls the following function.

ctx ↑ invoke(dpk_name,in,out,args)

To facilitate pipelined task execution, invocations are asynchronous.
Using the returned context object, the application can query if a
previously-invoked task has !nished as follows.

status ↑ query(ctx)

3.2 !"M(%()#$—Second Level of Abstraction
Upon applications’ invocations, kernels are executed by the frame-
work using proper DPU compute resources. As discussed (§2), a
sizable number of DPU brands are o"ered by di"erent vendors and
are evolving at a steady pace. To tackle the portability challenge,
we introduce !"M(%()#$, a standalone DPU service that manages
!"K#$%#&’ and abstracts DPU compute hardware as below.

specs catalog

Speci!cally, !"M(%()#$ employs two core components: Platform
Specs, which is a set of provider-de!ned functions that prepare the
DPU environment (e.g., hardware accelerators, cores, and memory)
and map !"K#$%#&’ to implementations with DPU-speci!c SDKs,
and Catalog, which stores pro!les incorporating hardware char-
acteristics, especially those of accelerators. The former instructs
how to compile and execute kernels on the target DPU, while the
latter adapts execution strategies and optimizations based on the
available hardware. In particular, !"M(%()#$ requires a backup
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software implementation for each !"K#$%#& to accommodate vary-
ing availability of hardware accelerators. It enables or disables the
hardware-accelerated kernel execution depending on whether the
corresponding hardware accelerators are available and can always
run the backup implementation on DPU SoC cores.

With !"M(%()#$, a !"K#$%#& can execute on any DPU plat-
form, harvesting the native performance of the target DPU platform
and achieving the possibility of “o#oad once, run anywhere.” More
detailed portability discussion is deferred to Section 5.

3.3 Architecture
The overall DPU architecture with !"K#$%#&’ and !"M(%()#$ is
shown in Figure 4. The server where cloud data processing systems
(e.g., database systems and key-value stores) run is equipped with a
DPU, which sits at a center point of data paths where it can access
the network via high-speed NIC, disk storage via PCIe to SSDs or
the NIC to disaggregated storage, as well as host memory via DMA.
!"M(%()#$, as a standalone DPU service, precompiles !"K#$%#&’
and loads the executables for invocations and sets up the compute
resources utilized by the kernels, both with Platform Specs.

Applications running on the DPU o#oad compute tasks on their
data paths with the following work%ow. The application !rst calls
the invoke function, which generates kernel invocation requests.
The requests are accepted by !"M(%()#$, which then schedules
the execution of these requests on the prepared compute resources.
!"M(%()#$ continuously monitors the status of the execution
and completes the requests once their kernel execution is !nished
by the compute resources, at which point the output of the ker-
nels is generated. An application is noti!ed of the completions of
previously-invoked kernels when it calls the query function. Then,
it forwards the output to the next hop in the data path at will.

Four activities in the work%ow are crucial to its speed: (1) for-
warding the input data from the application’s data path to the com-
pute resources, (2) passing invocation requests from application
to !"M(%()#$, (3) executing !"K#$%#&’ on individual compute
resources, and (4) scheduling kernels between compute resources.

Making these activities e$cient is challenging: the !rst two are
bottlenecked by the data movement on DPUs, and the other two
depend highly on varying hardware characteristics. To tackle the
performance challenge, our framework introduces a zero-copy
memory management module for applications and compute re-
sources to access input and output, a lockless ring bu"er tuned for
DPU environments for submitting invocation requests, e"ective
optimizations for kernel execution, and a dynamic scheduler for
balancing the load between di"erent hardware. Hardware charac-
teristics are pro!led in Catalog.
Key contributions. To summarize, the main contributions our
DPU framework makes are (1) the application-facing and platform-
facing API design based on the two levels of abstraction and (2)
the execution engine based on the above data structures and opti-
mization techniques. The former is the key to achieving stability
of the API for data processing systems and portability for kernel
implementations and execution, and the latter enables the kernels
to harvest the hardware e$ciency of DPU compute resources. The
two complementary contributions are detailed in the next sections.

4 HARVESTING EFFICIENCY
4.1 Zero-copy Memory Management
Data copy overhead on DPUs. To forward data in data systems’
original data paths for kernel execution, a basic approach would
be moving the data across process boundaries, using e.g., inter-
process communication (IPC) techniques, such as Unix domain
sockets, message queues, which can potentially copy input and
output data twice: from the application to !"M(%()#$, which
further forwards it to a bu"er that is consumable by the DPU’s
hardware accelerator, and vice versa, as shown in Figure 5a. To
demonstrate the overhead of such copies, we run a no-op kernel
(dpk_nop) that takes as input a block of data with a con!gurable
size on BF-3. For comparison, we repeat the same experiment on
the server, where memory operations are more e$cient. Figure 6a
shows the overhead of copying the input data of di"erent sizes:
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with 1KB input size, the throughput of dpk_nop invocations is
slightly above 2 million operations per second (ops/s). With 4KB,
it drops to 500 thousand ops/s. This speed translates to 15Gbps,
which is signi!cantly lower than the hardware speed (Figures 1b
and 3a). The overhead of data copies increases with the input size—
the throughput is 50 thousand ops/s with 64KB input. Memory
operations are more e$cient on the server: the throughput is 2.8→
higher than on the DPU with 64 KB input, achieving 72Gbps. This
experiment shows the need to avoid data copies on DPUs.

We further run dpk_decompress, a !"K#$%#& that utilizes BF-
3’s decompression engine. As shown in Figure 6b, the overhead
of memory copies is also highly pronounced. With 1KB input
dpk_decompress invocations can only achieve 1.3million ops/s.
The throughput further drops to 400, 33, and 2 thousand ops/s, with
4 KB, 16 KB, and 64 KB data, respectively.
Enabling zero-copy data sharing. To address the challenge of
inter-process data copies, !"M(%()#$ adopts a memory manage-
ment module (!"MM) that achieves zero-copy data sharing. Specif-
ically, !"MM owns and manages a region of DPU memory. To
applications, !"MM provides memory allocation (allocate) and
deallocation (free) mechanisms for applications to create and re-
lease bu"ers in the region for holding kernels’ input and output.
As shown in Figure 5b, an application can directly write its data to
the allocated input bu"er. Whether a kernel runs on a hardware
accelerator or an SoC core, it can directly read data from the input
bu"er and write processed data to the output bu"er.
Novelty. Essentially, !"MM is a shared cache/memory manager.
Di"erentiating it from generic shared memory management are:

• Accessibility to hardware accelerators. Regular DPU mem-
ory cannot be directly accessed by hardware accelerators.
To achieve zero-copy data sharing between applications and
!"K#$%#& execution, !"M(%()#$ pre-registers the memory
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Figure 7: Request ring with minimal contention.

Figure 8: Performance of message exchange approaches.

region it manages to the DPU driver such that any location
in the region can be accessed by hardware accelerators.

• Isolation without compromising e$ciency. To share mem-
ory between !"M(%()#$ and applications, which have
separate address spaces, we provide uni!ed pointers. Specif-
ically, leveraging the fact that o"sets within the shared
memory region are invariant across processes, we use the
o"sets as the shared memory addresses and transparently
convert them into process-local raw pointers. Kernels as
well as applications can therefore use the converted raw
pointers to directly access the same physical memory. To
ensure isolation across processes, !"MM maps the allo-
cated memory pages into application processes’ own virtual
memory address space. It also gracefully handles illegal (i.e.,
out-of-bound) pointers, by performing a bounds check be-
fore conversion from uni!ed to process-local pointer (and
returning an error code when such cases arise).

E$ect. Figure 6 shows the bene!ts of zero-copy data sharing. For
dpk_nop, removing data copies increases the invocation throughput
on BF-3 to 6.4 million ops/s, up to 128→ higher than that with data
copies. For dpk_decompress, zero-copy data sharing brings a range
of speedups from 2.6→ up to 13.5→.

4.2 Fast Message Exchange
When an application calls invoke, a request is generated encom-
passing the following information for a kernel execution: the name
of the kernel, pointers to input and output bu"ers, kernel-speci!c
arguments, and a context that can be checked for completion.
Message exchange overhead on DPUs. Exchanging these re-
quests from applications to !"M(%()#$, which accepts them and
schedules execution, can become the performance bottleneck. We
!rst adopted a popular concurrent queue [24] designed for servers.
In addition to the performance degradation reported in Figure 3c
when exchanging requests from a single application thread to !"*
M(%()#$, the data structure also su"ers from contention overhead.
Figure 8 shows the performance of the baseline concurrent queue
under di"erent numbers of application threads calling invoke con-
currently on BF-3. We observe that when more than two concurrent
application threads submit requests, the performance of the queue
drops below 2 million ops/s. With this data structure, the speed of
submitting requests to !"M(%()#$ does not keep up with that of
executing kernels on the compute resources.
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Lockless ring bu$ers. !"M(%()#$ designates a small part (dozens
of MB) of its managed memory for request bu"ers (one for each ap-
plication). Each bu"er is organized as a multi-producer (application
threads) and single-consumer (!"M(%()#$) ring with two point-
ers: a tail that synchronizes application threads to insert invocation
requests and a head !"M(%()#$ uses to consume the requests, as
shown in Figure 7. Contention occurs between application threads:
when an invoke call tries to insert a request to the bu"er, it needs
to acquire exclusive access to the tail and updates and releases it
when the insertion completes.

To minimize contention overhead, we use compare-and-swap
to implement the acquisition. Speci!cally, only one thread can
succeed in an atomic operation to access the tail. Other competing
threads will fail and return. This design avoids using slow and CPU-
expensive lock primitives (i.e., lockless [51, 58, 63, 70, 79]) and can
thus signi!cantly reduce the overhead of contention.
Novelty. To proactively reduce contention, we introduce spaced
backo": instead of busy retrying, each failed access to the tail
leads to an exponentially growing duration of waiting. However, if
threads yield at the same time for the same duration, it defeats the
purpose. We space the yielding duration between di"erent threads.
Speci!cally, each failed insertion yields for backoff_increment
time, up to backoff_max before wrapping around. The two backo"
parameters are con!gured with power-of-two values.
E$ect. As Figure 8 shows, our request ring bu"er consistently
maintains message exchange throughput above 10 million ops/s
between applications and !"M(%()#$, which is 8.5→ higher than
the baseline when 10 application threads invoke kernels in parallel.
The spaced backo" strategymakes themost signi!cant contribution,
without which the ring is only 1.4→ faster.

4.3 Optimized Kernel Execution
Kernel execution model. Hardware accelerators on DPUs are
often presented as asynchronous devices with associated work
queues, e.g., DOCA on BlueField, SSDK on Pensando, and DPDK
on IPU. Therefore, the execution of !"K#$%#&’ is modeled as such:
!"M(%()#$ creates queues for each compute resource and when
kernel invocation requests are received and processed, submits
work items to corresponding queues. !"M(%()#$ exploits three
optimizations in the execution model as follows (Figure 9).
#1 Pipelining. Due to asynchrony, keeping a single kernel invoca-
tion request in %ight in a queue generally underutilizes the compute
hardware. As shown in Figure 10a, executing dpk_decompresswith

(a) dpk_decompress (b) dpk_regex (c) dpk_decompress
Figure 10: E$ect of kernel execution optimizations.

a pipeline depth of 1 only achieves 0.3million ops/s for requests with
1 KB input using the decompression accelerator on BF-3. Increasing
the pipeline depth can increase the throughput signi!cantly: with
a depth of 8, the execution throughput reaches 2.4 million ops/s.
This optimization can be enabled without special requirements on
the kernel or the underlying hardware.
Novelty. The optimal pipeline depth varies across resources and
kernels. The mapping from pipeline depth to kernel performance
is pro!led o#ine for each compute resource and stored in Catalog.
#2 Coalescing. For requests with small input sizes, the execution
can be bottlenecked by request rate rather than the full hardware
bandwidth. Figure 10b shows this e"ect for dpk_regex on BF-3’s
RegEx engine: executing 512 B (input size), 1 KB, and 2 KB requests
individually without coalescing achieves 3.3, 2.6, and 2.2 million
ops/s, translating to 1.7, 2.7, and 4.6 GB/s bandwidth, respectively.
These numbers are signi!cantly lower than the line rate of the
RegEx engine (↓7GB/s). To overcome this limitation, we can co-
alesce multiple small invocations into a single larger invocation
with combined input data, thus bypassing the request rate limit.
Novelty. Coalescing requires that kernels be coalesceable but not
all kernels qualify. Formally, let 𝐿 be a kernel, 𝑀 and 𝑁 be the inputs,
and let ↔ denote concatenation of binary strings (of input or output).
A kernel is coalesceable if the following holds:

𝐿 (𝑀 ↔ 𝑁) = 𝐿 (𝑀) ↔ 𝐿 (𝑁)
A de/compression kernel is not coalesceable because separately
compressed inputs cannot be reliably concatenated and decom-
pressed into outputs exactly the same as original inputs. dpk_regex
for RegEx matching is coalesceable when the input strings can be
concatenated and processed together in a single invocation, where
all the matches can be found. The coalesceability of each kernel
and the platform-dependent maximum input size (e.g., 16 KB for
dpk_regex on BF-3) are stored in Catalog.

Coalescing happens opportunistically: a single coalesced invo-
cation will be scheduled for execution by !"M(%()#$ if the com-
bined input size reaches the maximum limit, or a prede!ned time-
out is reached. Internally, !"M(%()#$ bookkeeps all the original
application-submitted invocation requests in the form of a linked
list chain in the original order, and schedules the head with the
combined input and output bu"ers as the single coalesced request.

Table 2: Summary of kernel execution optimizations.

Optimization Requirement Speedup

Pipelining None Up to 10.2→
Coalescing Coalesceable kernels Up to 4→
Parallelization Multiple DPU cores Up to 1.8→
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Figure 11: Performance of di$erent scheduling policies.

When the execution completes, !"M(%()#$ traverses the chain and
completes all original requests accordingly. Hence, this optimiza-
tion is enabled transparently and requires no extra modi!cation or
cooperation from applications.
#3 Parallelization. For non-coalesceable kernels, we parallelize
their execution with multiple queues, each processed by an ad-
ditional !"M(%()#$ thread. Parallelization is bene!cial for two
reasons. First, most hardware accelerators inherently support paral-
lelism, and thus work items from multiple queues can be processed
in parallel internally. Second, perhaps more importantly, small re-
quests may not reach the full throughput achievable by hardware
due to the task submission and completion overhead.
Novelty. To enable parallelization, !"M(%()#$ spawns a con!g-
urable number of worker threads to submit requests to their corre-
sponding compute resources concurrently. Each thread manages a
dedicated queue where it submits requests and continuously moni-
tors the status of in-%ight requests. However, adding more threads
beyond a certain number brings diminishing returns. We utilize
more threads only when the improvement is signi!cant, and the
optimal thread count for each kernel is also pro!led and added to
Catalog when the framework is deployed on a DPU.
E$ects. The e"ectiveness of the above optimizations is summarized
in Table 2. Speci!cally, as shown in Figures 10a–10c, pipelining
enables linear throughput increase until the optimal depth, coalesc-
ing allows small requests to harvest the full hardware speed and
improves throughput by 4→, and parallelization with two threads
achieves 1.8→ higher throughput than single-thread execution.

4.4 Scheduling
A !"K#$%#& can execute on SoC cores: for performance, the latency
of running a task with small input synchronously on an SoC core
may be lower than that of submitting it to the asynchronous hard-
ware accelerator; for portability, the kernel can thus run on any
DPU even when the corresponding hardware accelerator is unavail-
able. Two SoC cores are utilized for kernel execution by default,
and the number is con!gurable and stored in Catalog. !"M(%()#$
sets up a queue for each core and, depending on the parallelization
optimization, one or multiple queues for each hardware accelerator.
!"M(%()#$ schedules requests between the queues.
Static scheduling. Given that a critical goal of scheduling is to
improve overall kernel execution throughput, a greedy and static
policy is to submit requests always to the hardware accelerator
queues (HQs) and only to the SoC core queues (SQs) when HQs are
full. This scheduling can fully utilize hardware accelerators, which
achieve signi!cantly higher peak processing throughput than the
SoC cores. Figure 11a shows the e"ective decompression through-
put of dpk_decompress with di"erent input sizes. For large (4 KB)
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Dynamic Scheduling

Figure 12: Scheduling requests between queues.

requests, the hardware accelerator dominates the overall perfor-
mance, and as static scheduling prioritizes HQs, it achieves the
best-case throughput. Compared to no scheduling where only the
hardware accelerator executes requests, static scheduling e"ectively
utilizes the additional SoC cores, the e"ect of which is especially
pronounced when processing small (32 B) requests and achieves
60% higher throughput.

This scheduling policy, however, introduces head-of-line (HOL)
blocking. Consider a scenario where the HQs are !lled with some
large requests but not yet full. An incoming small request will be
submitted to the HQs even though the SQs are empty. HOL blocking
leads to higher request execution latency, as shown in Figure 11b.
Dynamic scheduling. To address the latency issue in static sched-
uling, we introduce a dynamic policy where !"M(%()#$ tracks
the queuing delay and kernel execution time for every request in
each queue and uses the information to estimate the latency a new
request experiences in the queue. Let 𝑂 be the total number of
requests in a queue, 𝑃𝐿 be the execution time of the 𝑄-th request,
and 𝑅𝐿 be the total time for the request to complete from admission
to completion. As the compute resource processes the requests in a
!rst-come, !rst-served (FCFS) manner, all requests follow

𝑅𝐿 =𝑅𝐿↗1 + 𝑃𝐿

with the base case 𝑅0 = 𝑃0. If the execution time for each kernel
invocation is known, !"M(%()#$ can calculate the total latency
for any incoming request by accumulating execution time of prior
requests in each queue, and schedules it to the queue with the
lowest latency. The di"erence from static scheduling is illustrated
in Figure 12—it avoids HOL blocking for small incoming requests.

Dynamic scheduling requires estimating the execution time of
each request. To do so, we adopt a statistical model𝑆𝑀 for kernel
𝐿 that predicts 𝑃𝐿 of request 𝑄 given its input size 𝑇𝐿

𝑃𝐿 =𝑆𝑀 (𝑇𝐿 )
This is feasible because !"K#$%#&’ have !xed processing logic
and their executions are rather deterministic and predictable. Each
kernel has its own model as a histogram stored in Catalog: the bins
for di"erent input sizes are pro!led o#ine, and the average kernel
execution latency is collected. When !"M(%()#$ uses a histogram
for scheduling, if the input size of a request falls between bins, a
linear interpolation is performed to compute the estimated latency;
otherwise, it is a fast lookup of the corresponding bin.
E$ect. Figure 11b shows the impact of dynamic scheduling on the
per-kernel total latency using a mixed workload of small (32 B),
medium (1 KB) and large (4 KB) decompression requests. With the
statistical modeling, dynamic scheduling reduces both the median
and tail latencies (1.5→ reduction on average).

5 ACHIEVING PORTABILITY
!"M(%()#$ employs two components to provide portable kernel
execution: Platform Specs and Catalog. They are detailed below.



Table 3: Functions in Platform Specs.

Name Return Value Arguments

setup_dev dev_ctx N/A
setup_mem dpmm dev_ctx
register_kernels {kernel_impl} N/A
cleanup_dev status dev_ctx

init status N/A
execute status invoke_request
poll status invoke_request
cleanup status N/A
accelerated bool N/A

Platform Specs are function templates instantiated by the service
provider who deploys our framework on their target DPU platform.
They are used by !"M(%()#$ to prepare the DPU for kernel ex-
ecution. Broadly, these functions fall into two categories: device
management and kernel implementation, as listed in Table 3.

Device management involves the following aspects:
• Device Initialization. The setup_dev function is to perform

DPU-wise setup, e.g., detecting hardware accelerators and
SoC cores and setting up these resources. The setup can
create a global device context and return its pointer.

• Memory Initialization. With an initialized device, its mem-
ory is expected to be available for !"M(%()#$ to allocate
and manage (§4.1). The setup_mem function serves this pur-
pose. It allocates DPU memory regions and registers them
with the vendor driver to make them accessible to hardware
accelerators. !"MM is expected to be created and returned.

• Kernel Registration. The register_kernels function al-
lows to register a list of !"K#$%#&’ that can be invoked on
the target DPU. It returns the implementations of registered
kernels, which we describe shortly.

• Device Cleanup.When !"M(%()#$ is terminated or fatal
exceptions are captured (e.g., during kernel registration),
the cleanup_dev function releases all allocated resources.

The remaining functions are for implementing kernels on a spe-
ci!c DPU, required when registering kernels to !"M(%()#$. Specif-
ically, init prepares a kernel for later invocations, e.g., a hardware-
accelerated kernel may require information from device and mem-
ory. cleanup performs the opposite, releasing all resources used
by a kernel and deregistering it. execute implements the kernel
logic using the underlying compute resource: success means that
the request will eventually be processed; failure means it cannot be
executed. The return value will be relayed to the application when
it calls query. poll is periodically called by !"M(%()#$ to check
the status of a previously scheduled request and complete it up on
a status change. Finally, accelerated returns if the kernel runs on
a hardware accelerator or an SoC core. !"M(%()#$ enforces an
SoC counterpart for each kernel during registration (§4.4).
Catalog stores metadata for kernels and compute resources, which
helps port the kernel execution scheduling and optimizations. The
metadata in Catalog is discussed in §4 and is summarized as follows:

• For each kernel, the metadata consists of coalesceability,
minimum and maximum input size, and a histogram that
maps input size to execution time.
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Figure 13: Applying !"K#$%#&’ when data #ows across the
boundary of (i.e., in to or out from) the server host.

• For each compute resource (a hardware accelerator or SoC
core), the metadata consists of the maps from pipelining
depth and parallelism to request execution throughput.

6 APPLICATION SCENARIOS
We now discuss the general applicability of !"K#$%#&’ and show
how they can bene!t popular cloud data processing services.

6.1 Applicability
In general, !"K#$%#&’ target scenarios where a data processing
system running on a server host (1) moves a signi!cant amount
of data to/from local PCIe-attached devices (e.g., SSDs) or remote
servers and (2) associates the data path with compute-intensive
operations. With these two conditions, data will %ow through the
DPU, and the data-path computation can bene!t from hardware ac-
celeration. They cover practical deployments of cloud data services
as we show in §6.2 and §6.3. However, when the two conditions
cannot be satis!ed, !"K#$%#&’ have limited or no bene!ts. For
example, data is cached and processed in the host (i.e., there is no
data movement), or the volume of data being moved is low. We also
point out such cases in the two applications next.

6.2 Analytical Database Service
Cloud data analytics services such as Azure Synapse SQL [49] and
BigQuery [25] serve SQL queries from clients by reading data from
local or cloud storage devices and processing it on the database
servers. Figure 13a shows the overall architecture. Its end-to-end
work%ow for serving queries consists of the following steps. Steps
where !"K#$%#&’ apply (4–6) are highlighted.

• ✁ Query transfer: query is sent from the client to the server.
• ✂ Query optimization: query is parsed and optimized by

the query optimizer to generate a physical execution plan.
• ✃ Query execution: plan is executed by execution engine.
• ✄ Data selection: data is selected with query-speci!c pred-

icates on columns and rows. String predicates can be con-
verted into RegEx matching and accelerated by dpk_regex.

• ☎ Data loading: selected data is loaded from storage. As
data is often compressed and encrypted in open formats
(e.g., Parquet [8]) on disks, data decryption and decompres-
sion can be accelerated by dpk_decrypt and dpk_decompress.

• ✆ Result transfer: query result produced by the execution
engine is !nally returned back to the client. In cases where
results need to be encrypted and compressed [16], this step
can be accelerated by dpk_encrypt and dpk_compress.



Steps 1–3 do not move data across the boundary of the server
host, and thus !"K#$%#&’ do not apply. In Step 6, as most analytics
queries generate small results, the bene!ts of !"K#$%#&’ are lim-
ited. We evaluate how these steps contribute to end-to-end query
execution times and the actual bene!ts of !"K#$%#&’ in Section 8.

6.3 In-memory Key-value Cache
In-memory key-value (KV) cache, such as FASTER [47], Redis [48],
andMemcached [11], provides intuitive SET and GETAPI for caching
frequently-accessed objects in memory. As shown in Figure 13b,
when data %ows into the KV engine on the host with SET operations
(✇) and is associated with computational tasks (e.g., compression
to save memory footprint), !"K#$%#&’ (e.g., dpk_compress) can
be applied to accelerate the data-path throughput. Similarly, !"*
K#$%#&’ also apply when data %ows out with GET operations (✈).
Beyond data-path computation, !"K#$%#&’ do not impact how ob-
jects are processed in the KV engine (✂). Section 8 also shows how
!"K#$%#&’ can improve overall KV cache SET and GET throughput.

7 IMPLEMENTATION AND EVALUATION
Prototype. The prototype of !"M(%()#$ and !"K#$%#&’ has been
implemented with 10,030 lines of C/C++ code. !"M(%()#$ adopts
mimalloc [37] to implement its memory (de)allocation in !"MM,
a lightweight allocator that provides fast allocation of arbitrary
sizes, in order to be generally amenable to various data processing
systems. Each work queue !"M(%()#$ creates is implemented as a
bounded array with the pipelining depth as the size. The histogram
for each kernel is materialized as an array, with each element being a
bucket, facilitating fast lookup. In addition, Catalog is implemented
as a succinct struct that bookkeeps all metadata as members.
Applications. We evaluate the e$cacy of !"K#$%#&’ with the ap-
plications in Section 6. Their detailed con!gurations are as follows.
Analytical database service. We deploy a data analytics service that
stores database tables in Parquet [8] where data pages are protected
by Parquet Modular Encryption [9] on server-attached NVMe SSDs
and queries them with DuckDB [57]. Clients send SQL queries to
the server and receive query answers in the Arrow [7] format. We
use !"K#$%#&’ to accelerate Steps ✄☎✆ in Section 6.2 and evaluate
their bene!ts with the TPC-H benchmark [68] (scale factor 50).
In-memory KV cache. We deploy a KV cache service that serves
client GET and SET requests backed by FASTER [14], a production
KV library. The objects in the cache are compressed to save memory.
We accelerate SETs (Step ✇ in Section 6.3) with dpk_compress and
GETs (Step ✈) with dpk_decompress. For evaluation, we use the
YCSB benchmark [17] with 250 million 8 B-key 1 KB-value records
accessed with uniform and skewed (Zip!an 𝑈 = 1.5) distributions.
The values are loaded from the Wikipedia dataset [72].
Hardware setup. The client and server run on dedicated machines
connected by 100Gbps network links. Each machine is a Dell Pow-
erEdge R7625 server with an AMD EPYC CPU (12 cores@2.90 GHz),
128 GB DDR5 memory, and 2 TB NVMe SSDs. The machine running
the server is also equipped with di"erent DPUs described next.
DPU platforms.We demonstrate the portability of !"M(%()#$
and !"K#$%#&’ by running them on three DPUs from di"erent
generations and vendors: NVIDIA BlueField-2, NVIDIA BlueField-3,
and AMD Pensando Elba. Table 1 shows the con!gurations.

8 EXPERIMENTAL RESULTS
8.1 Analytical Databases
Figure 14 shows the detailed breakdown of the end-to-end perfor-
mance of the data analytics service for each of the TPC-H queries.
The key !ndings are summarized as follows.

First, data loading is themost expensive step in the end-to-end query
processing. Compared to all other steps, data loading (Step ☎, i.e.,
reading data pages from Parquet !les and performing decryption
and decompression) consumes most of the time (75.7% on average)
for nearly all queries. The second most time-consuming step is
DuckDB’s query execution on the host (Step ✃, 23.7%), followed by
data selection (Step ✄), which is already insigni!cant (<1%). Other
steps (✁✂✆) barely a"ect end-to-end performance.

Second, !"K#$%#&’ can signi!cantly improve overall performance.
This is because they can accelerate the most expensive step in the
work%ow. Speci!cally, dpk_decrypt and dpk_decompress on BF-3
are 4.1→ and 2.5→ faster than decryption and decompression on the
server with all cores. On average, they bring 3→ speedup to data
loading and 2→ speedup to end-to-end query processing.

Finally, not all !"K#$%#&’ are e"ective. Although dpk_regex is
6.8→ faster than DuckDB’s string predicate evaluation, the bene-
!ts are not re%ected in the end-to-end performance because data
selection overall is not a performance bottleneck.

8.2 KV Cache
We now assess !"K#$%#&’’ bene!ts for accelerating the data-path
e$ciency of a KV cache. Compressing the values saves 60% mem-
ory footprint for the cache. However, the computational tasks
((de)compression) now become the performance bottleneck: with-
out decompression, FASTER can achieve 3.6 million ops/s (Mops)
GET throughput with a single core on the server, which drops to 0.5
Mops when decompression is required. Figures 15 and 16 show the
GET throughput for serving YCSB uniform and Zip!an workloads.
We observe that even with 8 server CPU cores, the throughput is
still below 4 Mops/s. For comparison, when o#oading to the SoC
cores on BF-2, the throughput further degrades to 3 Mops/s with
8 cores. The improvement with dpk_decompress (backed by the
BF-2 decompression accelerator) is signi!cant. Without consuming
any cores on the server, the application achieves 8.7 Mops/s, 17.8→
and 2.2→ faster than 1 core and 8 cores on the server, respectively.

Serving SET requests requires compressing the records before
insertion. As compression is more costly than decompression, the
task is even more challenging for CPUs. As shown in Figures 17
and 18, running the compression on the server achieves 0.1 Mops/s
with a single core and 0.8 Mops/s with 8 cores. The degradation on
DPU SoC cores is severer: just 0.3 Mops/s with 8 cores. O#oading it
with dpk_compress on BF-2 compression accelerator speeds up the
application by 76→ compared to one server core and 9.8→ compared
to eight server cores, achieving 7.8 Mops/s.

We observe that in both analytical databases and KV cache, en-
cryption/decryption and compression/decompression are frequently-
executed and expensive operations in data paths. Accelerating them
on DPUs can thus in general improve data processing performance.

8.3 Portable E!ciency
We next examine whether the design e$ciency of !"M(%()#$ gen-
eralizes to di"erent DPU platforms. Speci!cally, we evaluate the



Figure 14: Breakdown of the end-to-end performance of the data analytics service on TPC-H. For each query, the left bar
represents server-based deployment, and the right bar represents !"K#$%#&’-accelerated deployment.

Figure 15: KV GET (uniform). Figure 16: KV GET (Zip"an).

Figure 17: KV SET (uniform). Figure 18: KV SET (Zip"an).

Figure 19: Work#ow e!ciency across di$erent DPUs. Opti-
mizations are applied incrementally.

bene!ts of !"M(%()#$’s zero-copy memory management (§4.1)
and lockless ring bu"er and spaced backo" (§4.2). Execution opti-
mizations for !"K#$%#&’ are evaluated in the next sections.

Figure 19 shows the throughput improvement of dpk_nop on
Elba, BF-2, and BF-3 ascribed to our system design. We vary the
number of application threads that call invoke in parallel on each
DPU. The baseline !"M(%()#$ copies the input data (1 KB) of each
request and sends the requests from the applications with the con-
current queue (§2.2). The throughput of this baseline is low across
all three DPUs: up to 0.7 Mops on Elba and BF-2 and up to 1.8 Mops
on BF-3, even without any thread contention. Zero-copy memory
management eliminates the copy overhead and signi!cantly im-
proves the invocation throughput by 5.1→ (Elba), 4→ (BF-2), and
3.5→ (BF-3), respectively. Compared to the concurrent queue, our

Figure 20: KV cache SET op-
erations with dpk_compress.

Figure 21: Kernel invocations
for mixed applications.

(a) Throughput (b) Median latency (c) Tail latency

Figure 22: Impact of scheduling policies. St and Dy stand for
static scheduling and dynamic scheduling, respectively.

lockless ring bu"er reduces contention overhead when multiple
application threads concurrently interact with !"M(%()#$, further
improving throughput up to 1.1→ (Elba), 1.3→ (BF-2), and 2.3→ (BF-3).
Finally, by avoiding application contention with spaced backo", the
invocation request submission speed is signi!cantly boosted, which
is on average 8.7→ (Elba), 9.4→ (BF-2), and 17→ (BF-3) higher than
the baseline, achieving 6 Mops, 6.1 Mops, and 12 Mops, respectively.

This experiment veri!es that the e$ciency of !"M(%()#$’s de-
sign generalizes to di"erent DPUs across generations and vendors.

8.4 Optimizations and Scheduling
We also evaluate the e"ectiveness of the !"K#$%#& execution opti-
mizations and conduct sensitivity tests on !"M(%()#$’s scheduler.
Kernel execution optimizations. Figure 20 shows improvements
when individual optimizations are enabled for dpk_compress, and
Figure 21 shows the scenario inwhichmultiple applications run con-
currently and invoke di"erent !"K#$%#&’ (dpk_(de)compress and
dpk_regex) on the same DPU (each application runs on one or two
SoC cores). Speci!cally, as shown in Figure 20: when dpk_compress



is executed without our optimizations on BF-2, performance is rela-
tively low; pipelining and parallelization increases the throughput
from 1 GB/s to 5 GB/s and 8.5 GB/s. To evaluate the ability of our
framework to support multiple applications, Figure 21 shows the
aggregated throughput of multiple applications on BF-2, which has
hardware accelerators to execute the !"K#$%#&’ adopted in all the
applications. We make two key observations. First, the aggregated
bandwidth across the data paths is higher than that in each indi-
vidual application, showing the ability of !"M(%()#$ to accept
and schedule requests from di"erent applications to utilize multiple
hardware accelerators. Second, every optimization can e"ectively
improve overall data-path throughput: pipelining 288%, coalescing
26%, and parallelization 52%.
Dynamic scheduling. In the blob storage application (accelerated
with dpk_decompress), we generate an equal number of requests of
three sizes uniformly: 64 B, 4 KB, and 1MB, and measure the impact
of di"erent scheduling policies on the request throughput and
latency on BF-3. In particular, as !"M(%()#$’s dynamic scheduling
requires a histogram that pro!les the execution times of input sizes,
we measure how sensitive its behavior is to the pro!ling precision:
a higher precision leads to more !ne-grained pro!ling and thus
more buckets in the histogram. Figure 22 reports the result. With
two SoC cores, static scheduling can achieve 5% higher throughput
compared to no scheduling where only the hardware accelerator
is utilized. With a 32-bucket histogram (i.e., 32 data points are
pro!led between the min and max input sizes), dynamic scheduling
achieves the same throughput as static scheduling but 1.5→ and 1.2→
lower median and tail latencies, respectively. A 32-bucket histogram
is materialized with a 32-integer array—the storage overhead to
bookkeep this metadata in Catalog is negligible.

8.5 Reducing Hardware Cost
We now analyze how !"K#$%#&’ can save the hardware cost of
cloud data processing. In general, accelerating compute-intensive
tasks in data processing with !"K#$%#&’ on DPUs can reduce
hardware cost because as we show in the two applications (§8.1
and §8.2) data processing workloads can complete in signi!cantly
shorter times. However, accurate cost measurements are di$cult
because cloud providers currently do not o"er public instances with
DPUs. We estimate the cost reduction enabled by !"K#$%#&’ as:

Cost Reduction =
𝑉Server

𝑉!"K#$%#&’
=

𝑅Server → 𝑊Server
𝑅!"K#$%#&’ → 𝑊Server+DPU

where 𝑅 and 𝑊 denote the end-to-end execution time and the hard-
ware price per time unit, respectively. We estimate 𝑊Server by the
price of the VM instance on Microsoft Azure that most closely
matches our hardware setup (E16as v5, USD$0.9040/hour) and
𝑊Server + DPU by 𝑊Server + 𝑋𝑊Server where 𝑋 is the relative hardware
cost of a DPU compared to a server and equals 0.44783 for the BF-3
DPU and the server in our on-premise cluster. The cost reduction of
!"K#$%#&’ is on average 1.4→ for the data analytics service (§6.2)
on TPC-H and 4→ for the KV cache service (§6.3) on YCSB.

8.6 Saving Engineering E$ort
We !nally show the %exibility and portability enabled by our frame-
work. Without !"K#$%#&’, the developer will need to use the low-
level vendor-speci!c SDKs (e.g., the ones in Table 1) to program and

Table 4: Lines of code (LoC) for implementing acceleration
for di$erent applications across BF-2, BF-3, and Elba.

DB KV New App

Vendor SDKs 3900 2300 1000s

!"K#$%#&’ App modi"cation 63 38 10s
Platform Specs 3300 0 0

access relevant compute resources on every DPU for every applica-
tion. Table 4 summarizes the e"ort for accelerating the analytical
database service, the KV cache, and other potential production
data processing systems on the three DPUs (BF-2, BF-3, and Elba):
each application requires thousands of LoC with vendor SDKs. In
comparison, !"K#$%#&’ can drastically save the engineering e"ort:
each application only needs under 100 LoC modi!cation that is
portable across di"erent DPUs. Bene!ting from the two levels of
abstraction, instantiating Platform Specs (Table 3) for each DPU is
one-time e"ort from the service provider and can be directly used
for any future application.

9 RELATEDWORK
Given the hardware availability of DPUs, a line of recent work has
explored DPU o#oading to improve various aspects of cloud data
processing [19, 27, 28, 41, 61, 79, 84]. Speci!cally, DDS [79] o#oads
storage read operations to DPUs to save storage server host CPUs
and reduce remote storage latency. HiDPU [84] proposes a hybrid
index that spans between the host and the DPU to address the
memory limitation on the DPU. SmartShu#e [41] o#oads shu#e
operations in Spark to DPUs. DFlush [19] utilizes the DMA engine
and RISC-V cores on BlueField-3 to o#oad background compaction
tasks in RocksDB. DPDPU [27] is a general proposal for using DPUs
to improve data processing e$ciency in di"erent aspects.

In the general systems realm, iPipe [44] proposes an actor-based
framework to write distributed applications on DPUs. Gimbal [50]
uses DPUs to process multi-tenant storage requests. LineFS [34]
o#oads distributed !le system activities to DPUs, employing com-
pression to reduce network tra$c. More recently, IO-TCP [35]
o#oads the data plane of TCP to a DPU for large data streaming,
and PD3 [61] uses a DPU to prefetch for disaggregated memory.

Compared to the previous work, our proposal is unique in its
focus on DPU compute resources, especially the hardware acceler-
ators, and uses them for portable data-path e$ciency.

10 CONCLUSION
We presented a computing framework to harvest DPU compute
resources, i.e., hardware accelerators and SoC cores, to improve
the data-path e$ciency in cloud data processing. It consists of two
key components: !"K#$%#&’ and !"M(%()#$, which provide two
levels of abstractions that achieve “o#oad once, run anywhere”.
This portability is especially important given the heterogeneity of
DPUs and their compute resources. !"K#$%#&’ can signi!cantly
improve data-path e$ciency in realistic applications, and their
bene!ts generalize to di"erent DPUs without application changes.
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